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In Emergency Medicine
Triage can be critical

What is Important?

What is Urgent & Critical?




In National Defense, most countries have identified what
Is critical to them.

Healthcare is one of 16 national US critical infrastructure sectors.

e Chemical  Financial Services
« Commercial Facilities * Food and Agriculture
« Communications « Government Facilities
~2=Gritical Manufacturing « Healthcare and Public Health
e Dams B O  Information Technology
Defense Industrial Base * Nuclear Reactors, Materials and Waste

ervices « Transportation
« Water and Wastewater



National Critical Infrastructure




Our society is reliant upon these critical se,ct(}:rs
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A cyber attack against just one critical industry could
be utterly devastating
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What happened when the power failed in New Orleans?

- mm—mE mm

This is the abandoned Charity Hospital New Orleans USA. When in August 2005, Hurricane
Katrina shut off the power and backup generators ran out of fuel, mold quickly took over,
making the hospital unfit to treat patients.



But what if the disaster had been caused by a cyber attack,
one that opened all the floodgates to the New Orleans
basin?






er-Kinetic attacks against critical infrastructure

ICS infrastructure is
highly vulnerable

Russia reportedly GRU blew up

Baku-Thilsi-Ceyan pipeline in 2008
(by cyber attack)







Healthcare has been transformed over the past century




Technology has fueled improvements in patient outcomes

Polio Patients in Iron Lungs before widespread vaccination

Modern Healthcare has enabled us to improve the human
condition, to beat diseases that used to ravage families and
communities and to live longer and better than ever before

Individual Patient’s

Clinical Values and

Expertise Expectations

Improved Patient
Outcomes

\J
]

Best Available Clinical Evidence



Technology has resulted in an explosion of medical data

Data Explosion in Healthcare
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17B =1 billion TB Hong, Big Data in Health Care, Data and
Information Management 2 (3), Dec 2018
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Digitalizatio
transformed pec
outcomes



But it has also
introduced new risks




... that our
PHI and PII
maybe
breached

Chart 9: Increasing number of data breaches (by entity)

1,600
1,400

1,200

1,000

00

600

L] | L] ]  J ) 1] | J L J

2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017
B Busines:: Medical MW Educational Government ®Financial

Source: Jefferies, Identity Theft Resource Centre



...and Cyberattacks against Healthcare are very expensive
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Maturity Paradox

Qualitative view of technical debt faced by many Public and Private Sector
organisations. Threat Landscape

The illustration also gives perspective on how the threat landscape is changing faster than businesses ~
can address the disparity between cyber and digital maturity, which essentially amplifies the risk. *

Digital Maturity

Technical Debt

Maturity

murity

Year | )
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New Technologies Expand the Attack Surface

CONCEPT, TYPES, TOOLS AND ATTACK
Y 4 4 4 4 4L 4 4 4 4 &) O

SURFACE REDUCTION STRATEGIES







Cybersecurity
The CIA Triad

Protecting CIA data

Regulatory focus on
CONFIDENTIALITY

3 BUT

CONFIDENTIAL What about INTEGRITY
and AVAILABILITY?




e

O

\ -{ |
R R ! _.J-l

il -

Mok |

Integrity Attack

« What if a patient’s blood type or list of allergies was changed?
* Or their past medical history?

 Or their surgical instructions?



Attacks proven against Integrity of Medical Data

Hacking medical images

* Intercept images on network
between scanner and PACS

 Add or subtract nodules on CT
images using deep-learning

original ' '
Original Fake nodules
modified p u Radiologists fooled by: Ben-Gurion University
scan w p e added fake nodules (99%) of the Negev
* removed nodules (94%) Mirsky et al, arXiv:1901.03597v2, Apr 2019



Medical data can be modified to contain malware

DICOM Flaw Enables Malware to
Hide Behind Medical Images

* Modified DICOM files (ylera discovered a flaw in DICOM, a 30-year-old standard
' Study date used to exchange and store medical images, that would let a
* Header (preamble) : ;}y}% hacker insert malicious code into medical device image files.
* used for dual oo e =
personality files : Body par
* replaced by I Columns

executable file header

* Private fields
* replaced by malware

Y CYLERA

Picado Ortiz, Apr 2019, labs.cylera.com/2019/04/16/pe-
dicom-medical-malware/

April 18, 2019 - Cylera security researcher Markel Picado Ortiz recently discovered a
vulnerability in the DICOM image format, a 30-year-old standard used to exchange and

DICOM file



Availability Attack

What happens when IT goes down?




Ransomware — and other forms of cyber extortion
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Ooops, your files have been encrypted!

N O rt h KO rean | What Happened to My Computer?
Your important files are encrypted.

Wa n n a C ry att a C k Many of your documents, photos, videg
accessible because they have begs

S h ut d OW n m u C h recover your files, but dog

S our decryption seg

Of the U K N HS in Payment will be raised on
201 7 51672017 00:47:55

Time Left

WannaCry
affeCted at Iea St 4 Jation, click <About bitcoin>.
8 1 Of th e 23 6 Buy some bitcoins. For more information,

e address specified in this window.

t ru St S a C ro S S D8 L <Check Payment>. Best time to check: 9:00am - 11:00am

England = a third e : itcojn Send $300 worth of bitcoin to this address:

of NHS systems i i e
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WannaCry Ransomware

Costs Britain's NHS
Approximately

\\1 $121M

6 years later the NHS still has a massive elective surgery
backlog




May 2021

~ THE IRISH TIMES

Recovery costs for ransomware attack on Ireland's publicly funded healthcare
system, is likely to total $600 million, says Paul Reid, HSE's director general.



What happens when someone needs to go to hospital, -~
but the hospital has been hacked
’ or held to ransom? -

.-




Ransomware attack forces French hospital to transfer patients

By Sergiu Gatlan December 5, 2022 03:41 PM

The André-Mignot teaching hospital in the suburbs of Paris had to shut down its phone and computer

systems because of a ransomware attack that occurred on Saturday evening. BLEEPINGCOMPUTER




Digital Health has
turned the industry on

its head.

Its totally dependent
on IT and loT




Few nurses under
45 can
successfully revert
to paper charts
when tested
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This places us at risk

Risk that if HIT / HloT systems go down that
patient treatment will suffer.

Failure of IT may also lead to patient safety
concerns including increases in morbidity
and even mortality.



y
Death by
Ransomware

Universitatsklinikum

On the evening of 11 September 2020 paramedics in Dusseldorf, Germany, were alerted
to an inbound ambulance and the deteriorating condition of a 78-year-old woman
suffering from an aortic aneurysm.

Due to a ransomware attack and rapidly failing IT systems, the hospital was unable to
accept the patient who was redirected to another facility 32km away in Wuppertal
delaying the patient’s treatment by an hour. The patient died shortly after arrival in
Wuppertal.

German authorities have yet to extradite the Russian suspects.
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A Iawsuat’s‘gys coﬁ)pﬁter outages from a cyberattack led staff to miss troubling signs, resultmg in the baby’s death, allegati
hospital denies {




Healthcare is being targeted

*Reported ransomware events against
healthcare nearly doubled in 2020
Q3 (USA Today)

*Healthcare providers are typically
more desperate to pay ransom to
protect PHI and get their systems
back up and running (Check Point)

*Healthcare networks typically
require the use of older,
unsupported software running on
medical devices in particular

* UCSF reportedly paid $1.14M to
recover their encrypted files in 2021

* UHS, one of the largest healthcare
providers, suffered a Ryuk
ransomware event, typically
precipitated by commodity threats
Emotet and Trickbot

e Events are not isolated to North
America. India reported the second
most ransomware attacks in Q3
2020



Between 2 and 3 US
hospitals are being
attacked by ransomware

EVERY WEEK

That results in:

* Hospitals forced on divert

e (Cancelation of appointments
e Patient safety concerns

* Loss of revenue

* Loss of reputation

 OCR investigation & fines

e (lass Action Lawsuits

D CYLERA



The average total
cost of a breach
in healthcare
increased by
9.4% to $10.1
million in 2022.

IBM X-Force Cost of a Data Breach Report, 2022




. @
D ©
. < 2
v W0
T x5
L = o
o .2 L
B0 L =
S o®
2 oS
O O
O £
O Y= S
<< O ©O

breaches by 2021 have
resulted in the loss,

theft

exposure, or

4

impermissible
disclosure of
314,063,186

healthcare records.

That equates to more

than 94.63

of the

%

2021 population of the

United States.

HHS OCR 2021




Cybercrime
cost S6 Trillion
USD in 2021

Cybersecurity Ventures Official Annual Cybercrime Report
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By 2025 Cybercrime will cost $10.5 Trillion UsD

Cybercrime Magazine
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Can you speak
‘Cyber’?
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@. Hacking Healthcare L|ve Blts and Bytes Meet Flesh and
*? Blood

San Franciceosr anman= 1) | MOscone wenten
RSA Conference

SESSION ID: EXP-RO4

HACKING HEALTHCARE
BITS AND BYTES MEET FLESH AND BLOOD

JOSHUA CORMAN CHRISTIAN DAMEFF MD JEFF TULLY MD
CSO | Founder Emergency Medicine Pediatrics / Anesthesiology
PTC | ' ==~ The Cavalry Hacker

Hacker
 45: 03 . ~:_ £g,

.......

Available to watch on my blog at https://cyberthoughts.org — search for ‘RSA’



https://cyberthoughts.org/

Let’s Keep the Lights

on
&
Keep Patients Safe

Al



Thank You

) @rstaynings Richard Staynings https://cyberthoughts.org/

3 richardstaynings Chief Security Strategist, Cylera https://cylera.com
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