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Mitigating Potential Bias 
 
•  Content of this discussion is in relation to knowledge and 

awareness of cyber security 
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We live today in Wired World of interconnectivity ! 

Where almost Everything is connected 
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Internet Connected Devices 

 

•  In 2008 the number of things connected to the Internet 
surpassed the global human population 

•  By 2020, there will be in excess of 30 billion smart devices  
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Customer Value Created 
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The Changing Face of ….. Security 

The Internet of 
EVERYTHING 
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What do we mean by Security? 

•  Confidentiality (privacy breach) 

•  Integrity (accidental or purposeful corruption of data) 

•  Availability (denial of service attack, DDOS, ransomware, etc.) 

 
of data and systems 
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Healthcare is under attack! 



12 12 

Changing 
Business Models  
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KDH operates an 86-bed hospital and physicians' office in 
Madison, Ind. – Hit by Locky Ransomware March 30th on a 
single computer but shut whole network down 

March 16th, Kentucky Methodist Hospital – forced to shutdown computer systems when hit with Locky Ransomware. 

March 18- two of Prime Healthcare's hospitals in California 

- Chino Valley Medical Center and Desert Valley Hospital 

shutdown because of ransomware attack 
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Northern Lincolnshire and Goole NHS Foundation Trust 
cancels ALL operations after cyber attack 

Patients told not to turn up for appointments or for surgery  
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The number of breaches 
and ransomware attacks in 
Canadian Health is much 
worse than most people 
think: 
 
•  No uniform Breach 

Notification Requirement 

•  Most breaches go 
undetected and 
unreported 
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Direct Attacks Generate Big Profits for One Gang! 
Angler / other ransomware attacks – Highly lucrative 

>>    >>    “Per Campaign!” (Cisco 2016 Annual Security Report) 
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Hackers Love Flash!   (The less patched the better!) 

Flash platform is a popular threat vector for cybercriminals 
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Its not just about Ransomware! 
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Signature Based 

Protection failure 



24 24 

Half a million blood donors hacked in massive 
security breach at Australian Red Cross 

The Red Cross said it had been made aware 
that a file containing donor information was 
placed on an insecure computer environment 
and accessed by an unauthorised person. 
 
The file was part of an online application to 
give blood used from 2010. 
 
Red Cross chief executive Shelly Park has 
apologised to donors and said, to her 
knowledge, all copies of the data had now 
been deleted and the risk of misuse of the 
data was low. 
 
Ms Park said the issue occurred due to 
human error. 

Allow users to do their job – SECURELY! 
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State Sponsored PLA 
Cyber Espionage 

Clinical Research? 
Who’s Intellectual Property? 
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Despite a US / PRC agreement Hacking Continues 

China-USA non-hacking treaty 'already flouted' by 
Chinese hackers according to CrowdStrike data 

Deep Panda 
The hackers .. dubbed Deep Panda by CrowdStrike….said 
that the primary benefits of the intrusion seem to be “clearly 
aligned to facilitate theft of intellectual property and trade 
secrets” 
 
…Former FBI special agent continued by saying that 
China's cyber-spying agencies have produced spectacular 
results in the past decade. “It's hard to believe China would 
agree to dismantle a large part of these organisations just 
because the US has asked them to do so. What's more, it's 
hard to believe the cyber-warriors who make up these 
organisations could be effectively contained.” 

SC Magazine UK 
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Changing 
Business Models  

Attacks are increasing in scope, size and 
frequency.  
 
Its no longer a question of “IF” you get hacked  
its now one of “WHEN” you get hacked  
and ……….”HOW OFTEN” 
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What has Changed and Why is Healthcare 
Under Attack? 
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In one line: 
 
20 years of under-investment in Healthcare 
Security and an increasingly value-laden 
target 
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Healthcare is Seen as an Easy Target 
Theft 

•  Theft of Medical Records - $45~$50* per 

•  Theft of full Identity – up to $500* 

•  Theft of clinical research / clinical trial data 

•  Theft of formulations / procedures  

Malicious Attack – DOS / Integrity /  

•  Building Management Systems – Critical hospital systems – water, air, heat, 
mechanicals 

•  Medical Devices – to inflict patient harm / assassination / poisoning 
* Figures in US dollars (2016) 
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Security Challenges 

Changing 
Business Models  

Dynamic  
Threat Landscape 

Complexity and  
Fragmentation 



Pause for Thought for a moment 
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Mindshare:  
What keeps you up at night? 



What Keeps Healthcare Senior Executives Up At Night? 

Where do I Start? 
•  Holistic Security Planning & Road-Mapping 
•  Do mØre with le$$ 
•  Where to focus scarce resources? 
•  Consume key security functions as a service? 
 

IoT Device Security 
•  How do I secure the un-securable? 
•  Medical Devices / Labs 
•  Building Management Systems  

 

How Can I defend Against an Attack? 
•  Security Operations / Incident Response 
•  Threat expertise… ? 
•  CSIRT… ? 
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Changing 
Business Models  

•  Too busy implementing Security tools to actually managed security 
risks and threats 

•  Failure to understand what “Business Risk Reduction Benefits” 
tools provide 

•  The “Shiny Object” (shopping list) approach to Security 

•  We need to focus on reducing risks 

•  Follow a Security Framework: 

•  ISO 27002 

•  NIST SP800-53 & 66 

Healthcare needs to Plan Much Better!  
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There is no point blowing all your budget on the world’s 
most secure front door if you can’t afford window locks! 



Security Network Segmentation 
 
 

The need to segment flat healthcare 
networks has never been more urgent 
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•  20% growth per annum in number of medical devices 

The IOT / Medical Device Challenge 

•  20% growth per annum in number of medical devices 

•  No common standards or security 

•  Windows Embedded 2009, (Windows XP) 

•  Dumb devices unable to support AV or End Point Protection  

•  Limited CPU and memory unable to sustain malware or DOS 

•  Half Life – Medical Devices last for up to 20 years 

•  Easiest way to infiltrate a healthcare network is via a medical device / medical device network – 
802.11 40 bit WEP or RJ45 port 

•  Maximum patient harm can be an attack on a medical device 
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The Next Level of Ransoms…won’t be against data 

It will likely be leveled directly against 
Hospital Building Management 
Systems and Medical Devices 
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The Next Level of Ransoms…won’t be against data 

•  IoT services we can’t do without:  
•  HVAC,  
•  Elevators / Lifts,  
•  Water Management,  
•  Electrical supply,  
•  etc. 
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Imagine a man-made 
Hurricane Katrina…. 

…. A Cyber Attack 
against our 

Healthcare IOT 
Systems 
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The Next Level of Ransoms…won’t be against data 

•  Could Patient lives be held to ransom by 
compromised Medical Device? 

In 2014, the Federal Bureau of Investigation issued 
a report that predicted hackers could assail medical 
devices 
 
In 2015 they issued an alert warning companies and 
the public about cybersecurity risks to networked 
medical devices and wearable sensors 
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You don’t need James Bond to carry out assassinations 
when you own the medical device targets are attached to 
 

Cyber Assassin 
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How Secure is your ICU? 
How confident are you 

about  
the security of your medical 

devices? 

Russian Oligarch, 
Mafia Boss or 
innocent victim? 
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What if the NICU was compromised ? 
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Cybersecurity Risks in Medical Devices are Real 

To address the cybersecurity threat, in December 2016 FDA issued Guidance on Postmarket 
Management of Cybersecurity in Medical Devices. 
 
The agency highly recommends that both hospitals and medical device manufacturers implement a 
proactive, comprehensive risk management program that includes: 
 
•  Implementing the National Institute of Standards and Technology (NIST) Framework on Critical 

Infrastructure Cybersecurity 
•  Establishing and communicating processes for vulnerability intake and handling 
•  Adopting a coordinated disclosure policy and practice 
•  Deploying mitigations that address cybersecurity risk early and prior to exploitation 
•  Engaging in collaborative information sharing for cyber vulnerabilities and threats 



47 

The Weakest Link 

So how can we go about protecting these simple networked devices in our 
healthcare environment? There are too many to manage individually! 
 
We need to SEURELY SEGMENT them but in such a way that it doesn’t 
impede patient care. 
 
Options: 
1.  Proxy traffic – simple, cheap, but doesn’t scale 
2.  Infrastructure Enclaving (firewall & switch ACLs, VRF, MPLS, etc.) – 

inflexible, expensive to run & maintain and impedes the business 
3.  Dynamic policy-based segmentation – define once, apply globally  



Pause for Thought for a moment 



Security Operations Centers 
Identifying Attacks 
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Is it a Core Competency? 
 
•  Threat intelligence 
•  24 by 7 Security Operation Center Management 
•  Security Incident Response 

Does it make sense for Healthcare IT to play in 
SecOps? 
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Security Incidence Response Team 
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Winners and Losers   
Mean Time to Detection 

Its all about 
Blocking Attacks 
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Thank You 
 
@rstaynings 
 
cyberthoughts.org 


